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Smart Pay GUI

A simple interface to put an end to all PCl worries

db card solutions

With Smart Pay GUI, Deutsche Card Services offers a data transmission interface for merchants who are
active in distance selling and do not have their own PCI certification. Merchants themselves will not have
direct contact with their customers’ payment data, have considerably lower expenses because they will
not have to worry about PCI certifications and can spend less on the implementation of the system.
Beyond payment acceptance and processing, the interface offers valuable additional functions.

Background/market development

In order to process payment transactions,
data must be transmitted from the merchant
to the service provider. Only recently US
media reported on a historic data theft which
affected hundreds of millions of customer
transactions. In order to prevent such events,
data transmission and storage is subject to
a number of data protection and security
requirements, such as PCI DSS (Payment
Card Industry Data Security Standard).
However, a PCI DSS certification will entail
regular expenses and efforts for all parties
involved in the payment procedure — not
least for merchants. As a result, many
merchants shy away from getting their own
certification — but they have to guarantee the
highest possible data security nevertheless.
Deutsche Card Services provides a solution
which will take care of merchants’ complete
PCI problems.

Description of the product

Smart Pay GUI provides a complete
payment page module in the form of a
so-called iframe. It can be seamlessly
integrated into a merchant’s shop pages
for payment processing. The payment
page module and its content are provided
directly by Deutsche Card Services. In
order to ensure maximum security, the
data are encrypted for transmission via an
SSL secured connection. Since customers
enter their data directly to Deutsche Card
Service's systems, merchants will not even
get into contact with sensitive customer

data. If merchants desire it, customers will
not even realise that they enter their data
into an embedded module, as the module
with the optional Corporate PayPage can
be designed individually in line with
merchants’ requests. The payment page
module is available in several languages
and supports a large number of currencies.
In addition, pseudo card numbers can be
generated which permit a PCl-compliant
storage of card data and may be used, in
connection with a Corporate PayPage, to
fill in the payment page automatically for
registered customers. In addition to being
used in online commerce, Smart Pay GUI
can be used in traditional distance selling
business via a “MOTO SSL Terminal”. The
data transmission interface Smart Pay

GUI also provides PayShow, an exclusive
additional online portal for customer service
support, which permits to analyse failed
transaction attempts and to make credits
online.

How it works

1. The customer fills his shopping basket,
selects a payment method (e.g. credit
card) and starts the payment process.

2. The merchant shop generates the
necessary link with additional content
(merchant identification number, amount
and description of the shopping basket).

3. The payment page module is generated
in line with the request and is shown as
part of the merchant shop via an SSL-
protected connection.

4. The customer enters his data into the
payment page module, i.e. directly with
Deutsche Card Services; in addition to
the protected connection, the data are
encrypted.

5. Deutsche Card Services processes data
in the relevant format, for example by
authorising credit card payments.

6. The merchant receives the encrypted
result via an SSL-protected connection,
for example “Successful authorisation”;
customer is shifted to the relevant
shop page.

Supplementary products

Basically, the different payment methods

offered by Deutsche Card Services are

available via Smart Pay GUI:

B Credit cards (Visa, MasterCard, AMEX,
Diners, JCB).

B The international Maestro debit card
and the local, British Maestro UK.

B Direct debiting in Germany and the
Netherlands.

B The German online payment method

giropay.

In addition, the following fraud protection

measures and additional services are

supported:

® 3-D Secure for unambiguous authen-
tification of the cardholder (Verified by
Visa/MasterCard SecureCode).

B |P Check to check the customers’ IP
address for the country and city they
come from.
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B BIN Check to identify the country in
which a credit card was issued.

B Dynamic Transaction Reference (DTR)
in order to improve the transaction
information on the customer’s credit
card statement by including dynamic
content.

B Online Administration Tools for
comprehensive, interactive reporting
and online processing of chargebacks
of credit card payments.

Target groups

In principle, the target group includes all
merchants which are active in distance
selling. In particular, merchants which
B are looking for an easy-to-implement

solution and
want to avoid a PCI certification,
but do not want to miss out on the

Reasons to choose Smart Pay GUI

Advantages of Deutsche Card Services

advantages of this security standard B No PCI-DSS certification obligation B | eading provider in European
and want to attract customers from for merchants. e-commerce.
different European countries. B FEasy to integrate into the merchant’'s B All sales channels (e-commerce,
shop system. MOTO, POS) from one provider.
B Ready-made payment page modules B Deutsche Card Services platform the
which can be used directly. only European platform to receive the
B |ndividualised payment page modules PCI Security Certificate five times in
can be realised in line with merchant a row.
requests. B Full integration into central
B Payment module available in several online reporting including unique
languages. chargeback processing.
B Can also be used in traditional MOTO B Extensive, pro-active and personal
selling. support.
B Pseudo card numbers for PCI-
compatible storage of card numbers.
B Additional online portal for customer

service support.

For more information please contact the
Sales Solutions Office of Deutsche Card
Services:

Tel.: +49 221 99577-760
sales.deucs@db.com

003 85423 11 06 09

This factsheet serves only as information and gives a general overview of the Smart Pay GUI services of Deutsche Card Services GmbH provided to customers at the
time of printing in June 2009. These services may be subject to change. This factsheet and the general description of Deutsche Card Services’ products and services
are only for information; they create no contractual or non-contractual obligations or liabilities of Deutsche Card Services GmbH.

Copyright© June 2009 Deutsche Card Services GmbH. All rights reserved.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Euroscale Coated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 100
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


